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1．Register License Key 

 

1-1． Click “License” → “Register License Key”. 

 

 

 

 

 

1-2． Enter the license key, and click the “Registration” 

button. 

 

 

 

 

 

 

1-3． If entered a correct license key number, it is 

authenticated. 

 

 

 

 

 

 

1-4． If not entered a correct license key number, it is 

not authenticated. 
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2．Network Connection 

 

2-1． Click “Network” → “Connect”. 

 

 

 

 

 

 

 

2-2． Enter the target network (UNC) and click the 

“Connect” button. 

 

 

 

 

2-3． The connected network is displayed under “My 

Network” of the screen left. 

 

 

 

 

 

 

2-4． Once you connect to the network, “+” will be 

displayed on the left-side of “My Network”. 

 

 

 

 

 

2-5． Network that is connected up to the previous are 

recorded. 
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2-6． To delete the Network that is displayed in the "My 

Network Places", click the "Network" → 

"Disconnect" in the state where you select the 

folder you want to delete. 

 

 

 

 

2-7． Folder will be deleted from the list. 
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3．Screen Composition 

 

The screen is composed with 4 parts by following. 

① The Network Tree is displayed like Windows-Explorer. 

② The Active Folder on ① is displayed.  

③ The information of an access authority is displayed about the active folder/file at ① or ②. 

④  The Address of Active Folder is displayed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

● ① 

● ③ 

● ④ 

● ② 
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4．Setting of Access Authority 

 

4-1． Choose folder or file that you want to set access 

authority. 

 

 

 

 

 

 

 

 

4-2． Display the account information 

and authority information of that. 

 

 

 

 

 

 

 

 

 

 

 

 

4-3． If you want to change authority 

of displayed account, you check 

“On/Off” checkbox of that 

account. 

*About Authority Information 

the condition of “ON” is 

effectiveness 

 

Click “OK” button in order to 

decide the changed access 

authority. 
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5．Reload 

 

5-1． If you return its original state, 

click the "Reload" button. 

 

 

 

 

 

 

 

 

 

 

5-2． Click “OK” button. 

 

 

 

 

 

5-3． It will return to the original state. 
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6．Inheritance and Replacement of Objects 

 

① Replacement of Chile Object 

①-1． Click “Substitution” button in 

order to replace permissions on 

child object. 

 

 

 

 

 

 

 

①-2． If you click on "OK" button, the 

replacement process of the 

authority will start against 

objects under.  

 

 

 

 

 

 

①-3． Click “OK” button to finish 

replacement of permissions on 

child object. 

 

 

 

 

 

②  Inherited the Authority from parent 

 

②-1. If you want to inherit 

permissions from the parent 

object, to enable the check box 

of "Inherit the Authority". 
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②-2. Click “OK” button in order to 

inherited from the parent. 

 

 

 

 

③ Delete the inherited the Authority from parent 

③-1． If you want to remove the inherit 

permissions from the parent 

object, disable the check box of 

"Inherit the Authority". 

 

 

 

 

 

③-2． You choose how to delete the 

inheritance. 

 

 

 

Copy: Copy the permission entries that 

had been inherited 

. 

Delete: remove the permission entries 

that had been inherited.  
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7．Take Ownership 

 

7-1. Select the target folder or file, 

and then click the "Take Owner" 

button. 

 

 

 

 

 

7-2. When the confirmation message 

is displayed click "Yes" button. 

 

 

 

 

 

 

 

7-3. After taking ownership, you'll be able to click the "Add Row" button. 

 

 

 

 

 

 

Note 

“Take Owner” is only the acquisition of ownership. Access authority is not set. 

This document refers to the [4. Setting of Access Authority], please set the appropriate access rights. 
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8．View more Information 

 

Check “ON” the check box of “Advanced” in order to operate the detail of the authority information. 

 

○“Advanced” check box is “Off” 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

○ “Advanced” check box is “On” 
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9．Add or Remove User Accounts 

 

① Add a User Account  

①-1． To add a user account to the folder or file 

you have selected, click on the "Add Row" 

button. 

 

 

①-2． When you click the "Search" 

button after setting the search 

criteria, you will see a list of 

accounts that meet the criteria. 

- Domain or Local 

- Include Computer Objects  

- Search Word 

- Security Account 

- Output 

 

 

 

 

①-3． You want to add account, and set 

the "Access Control Type", 

"Scope", and click "OK" button. 
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①-4． Selected a user account is added 

to the list. 

Set the access permissions and 

then click the "OK" button. 

 

 

 

 

 

 

 

 

 

 

②Remove a User Account 

②-1． Select a user account for which you want to 

delete, and then click the "Delete Raw" button. 

 

 

 

 

 

 

 

②-2． Since the selected user is deleted, 

and click “OK” button. 
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10．Confirm a Group/Member 

 

10-1 You can see below by clicking the account name 

or security group. 

 

- Members belonging to the group 

- Group to which the member belongs 

 

 

 

10-2 The “User Account” screen is 

displayed and affiliation member 

information is displayed on 

screen left-side. 

 

 

 

 

 

 

10-3 When you double-click a 

member that is displayed on the 

left side of the screen, the 

display is switched to the 

information of its members. 

Group to which it belongs is 

displayed on the right side of the 

screen. 

When you double-click the group 

that is displayed on the right-

hand side, the display is switched 

to the information of the group. 

 

10-4 A history is displayed on a history 

item. 

Click “←” and it will go back 

before 1 turn. 

Click “→” and it will go to next 1 

turn. 
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11．File Authority Report  

 

① The output of the File Authority Report 

①-1． Click “Output” button in order to 

output the “File Authority Report”. 

 

 

 

 

 

 

 

 

①-2． When the process is complete, a message will 

appear, click “OK” button. 

 

 

 

 

 

 

①-3． Information of active folder will be displayed. 
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①-4．  Information you want to output. 

①-5． t, can be set in the check box of the “On / Off”. 

 

 

 

 

 

 

 

Check “ON” the check box of “Output File” : Display the information of a File. 

Check “ON” the check box of “Output Tree” : Displayed the tree format. 

Check “ON” the check box of “TimeStamp” : Display the time Stamp. 

Check “ON” the check box of “Output Size” : Display the Size. 

Check “ON” the check box of “Authority” : Display the authority. 

*Up to 100 million rows can be displayed. 

Check “ON” the check box of “Share Folder” : Display the information of share folder. 

Check “ON” the check box of “Sort(Account)” : Display the information sorted of “Group/User/Others”. 

Check “ON” the check box of “User Matrix” : Display the sheet of “User Matrix”. 

*Up to 2000 columns can be displayed. 

If the “MaxTreeLevel” is specified, output as a max that is in the specified into the “MaxTreeLevel”.  

 

② Display Workbook 

②-1． Click “Show Workbook” button in order to 

display the information by the file of the 

Excel form. 

 

 

 

 

 

②-2． Click “Yes” button message is displayed. 
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②-3． Display the information by the file of the Excel 

form. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

③ Confirm a group/member on the report 

③-1． In order to check the group to which the member who belongs to the group currently displayed on the report of 

the Excel form, and the member belong, click the link of an account name item. 

*The “UserMatrix” sheet needs to be outputted. 
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③-2． Jump to an account name and can confirm a group member's check. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

④ Save in a file 

④-1． Click “Save” button in order to 

save the information currently 

displayed. 

 

 

 

 

 

 

 

 

④-2． Choose an arbitrary conservative field places and 

save a file. 
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●Report symbol 

Name Symbol Meaning 

Inheritance Flags “” Inheritance(Full Match) 

 Diff Inheritance and additional settings(Different from parent) 

 NInf Not inherit 

Control Type + Allow 

 - Deny 

Object Rights GA GENERIC ALL 

 GE GENERIC EXECUTE 

 GW GENERIC WRITE 

 GR GENERIC READ 

File System Rights F Full Control 

 M Modify 

 E Read & Execute 

 R Read 

 W Write 

 S Special Permissions 

 N None 

File System Rights ExeFile Traverse Folder / Execute File 

Details Rdata List Folder / Read Data 

 RAttr Read Attributes 

 RExAttr Read Extended Attributes 

 CrtFile Create File / Write Data 

 AData Create Folders / Append Data 

 WAttr Write Attributes 

 WExAttr Write Extended Attributes 

 DelSub Delete Subfolders and Files 

 Delete Delete 

 RPermi Read Permissions 

 ChgPermi Change Permissions 

 TakeOwn Take Ownership 

Apply onto 0 This folder only 

 1 The folder, subfolders and files 

 2 This folder and subfolders 

 3 This folder and files 

 4 Subfolders and files only 

 5 Subfolders only 

 6 Files only 

 “” This object only 
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12．User List  

 

12-1  Click “UserList” → “Output UserList”. 

  

 

 

 

 

 

12-2 When you click the "Search" button 

after setting the search criteria, you 

will see a list of accounts that meet 

the criteria. 

- Domain or Local 

- Include Computer Objects 

- Search Word 

- Security Account 

- Output 

 

Click “Save” button in order to save 

the information currently displayed. 

Click “Show Workbook” button in 

order to display the information by 

the file of the Excel form. 
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13．Change Language 

 

Click “Tool” →  “Language” and select 

language you wants. 

The screen is reset if you click “Default”, 

“Japanese”, “English”. 

 

 

 

○English 

 

 

 

 

 

 

 

 

 

 

 

 

 

○Japanese 

 

 

 

 

 

 

 

 

 

 

 

 

 

* "Default" is dependent on the setting of the "Region and Language" of Windows. 

If “Japan” is set up, it will be displayed in “Japanese”. And in the case of others, will be displayed in “English”. 
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14．Event Log 

①Event Log 

Operation that was carried out in the File Authority Designer will be recorded in the event log. 

 

Log Name：Application 

Source：FAD 

User：Login Account Name 

Event ID： ↓ 

Information： ↓ 

Event ID Event 

010 Start of the File Authority Designer 

020 End of the File Authority Designer 

030 Start of the File Authority Designer (Batch Mode) 

040 Normal end of the File Authority Designer (Batch Mode) 

041 Abnormal end of the File Authority Designer (Batch Mode) 

042 Untreated end of the File Authority Designer (Batch Mode) 

110 Success of the authority change (Add, Change, Delete) 

111 Failure of authority change (Add, Change, Delete) 

120 Authority inheritance 

130 Replacement of authority 

140 Success of "Take Owner" 

141 Failure of "Take Owner" 

510 Connect Network Drive 

520 Disconnect Network Drive 

710 Save of “File Authority Report” 

730 Output the “File Authority Report” in the workbook 

740 Save of “User List” 

750 Search the user information 

760 Output the “User List” in the workbook 

911 Internal Error (When debugging log is enabled) 

 

 [Supplement] 

In the case of PC with multiple NIC. All of the IP address and MAC address is recorded. 

 

②Text Log 

Record the same content as the event log to a text file, and save it in the current folder. 

File Name：FADEvent.log 
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15．Batch Mode 

 

“File Authority Report” and “User list” file, it can be output in a batch processing from command line.  

 

Syntax：FADCMD.exe /option parameter  [/option parameter…] 

 

例）FADCMD.exe /dir c:\windows 

 

●Option・Parameter 

Function Option Parameter Default 

Output Target /dir Target Folder - 

Output File /list TRUE / FALSE TRUE 

Output Tree /tree TRUE / FALSE TRUE 

Time stamp /stamp TRUE / FALSE TRUE 

Output Size /size TRUE / FALSE TRUE 

Authority /auth TRUE / FALSE TRUE 

Share Folder /share TRUE / FALSE TRUE 

Sort /sort TRUE / FALSE TRUE 

User Matrix /user TRUE / FALSE TRUE 

Max Tree Level /level 1-9999 9999 

File Name /file Path Name + File Name Current folder + Auto 

generated file name 

File Format 

（EXCEL / TEXT） 

/format xlsx / txt xlsx 

 

 

[Note] 

Batch output, can not be performed from "FileAuthorityDesigner.exe". 
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16．Supplementary Explanation  

 

① Restriction of a Pathname 

Path name exceeding 260 characters serves as an error. 

 

② Function of file output (EXCEL format) 

･Maximum number of rows and columns are a million. 

･Maximum tree view is 40 rows ( over 41 rows are in same direction ) 

･Maximum authority information is 2000 rows ( over 2001 rows are in same direction ) 

 

③ Event log is not displayed correctly 

If the contents of the event log is not displayed correctly, please run REGADD.EXE with administrative privileges. 

 

④ Remove of the registry key 

If you want to delete the information in the File Authority Designers from the registry, please run REGDEL.EXE with 

administrative privileges. 
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